SC-900T0O0: Microsoft Security,

Compliance, and Identity Fundamentals

Duration: 1 Day
Method: Instructor-Led Training (ILT) | Live Online Training

Certification: Microsoft Certified: Security, Compliance, and
Identity Fundamentals — Exam: SC-900 Microsoft Security,
Compliance, and Identity Fundamentals

Course Description
This course is for participants looking to familiarize themselves with the fundamentals of security,
compliance, and identity (SCI) across cloud-based and related Microsoft services.

Target Audience
This course is intended for:
® Business Users
e Students
® Professionals who wish to prepare for the certification exam.

Prerequisites

To attend this course, candidates must have:
e General understanding of networking and cloud computing concepts.
e General IT knowledge or any general experience working in an IT environment.
® General understanding of Microsoft Azure and Microsoft 365.
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Exam Details

Exam Code: |+ SC-900 ]
Length of Exam: | -« 120 Minutes ]
Number of Questions: | « 40-60 ]
Passing Score: | - 700 ]
Question Format: I « Multiple Choice, Multi-response, Case Study ]

Course Objectives
Upon successful completion of this course, attendees will be able to:
e Describe basic concepts of security, compliance, and identity.
® Describe the concepts and capabilities of Microsoft identity and access management
solutions.
® Describe the capabilities of Microsoft security solutions.
® Describe the compliance management capabilities in Microsoft.

Course Topics

Module 1: Describe Basic Concepts of Security, Compliance, and Identity.
® Describe Security Concepts and Methodologies
® Describe Microsoft Security and Compliance Principles

Module 2: Describe the Concepts and Capabilities of Microsoft Identity and
Access Management Solutions
® Describe Identity Concepts
Describe the Basic Services and Identity Types of Azure AD
Describe the Authentication Capabilities of Azure AD
Describe the Access Management Capabilities of Azure AD
Describe the Identity Protection and Governance Capabilities of Azure AD
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Course Topics Continued

Module 3: Describe the Capabilities of Microsoft Security Solutions
Describe the Basic Security Capabilities in Azure

Describe the Security Management Capabilities of Azure

Describe the Security Capabilities of Azure Sentinel

Describe the Threat Protection Capabilities of Microsoft 365

Describe the Security Management Capabilities of Microsoft 365

Describe Endpoint Security with Microsoft Intune

Module 4: Describe the capabilities of Microsoft compliance solutions
Describe the Compliance Management Capabilities in Microsoft

Describe the Information Protection and Governance Capabilities of Microsoft 365
Describe the Insider Risk Capabilities in Microsoft 365

Describe the eDiscovery Capabilities of Microsoft 365

Describe the Audit Capabilities of Microsoft 365

Describe the Resource Governance Capabilities in Azure

LABS INCLUDED
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