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MS-500T03: Implementing Mlcrosoft 365®

Information Protection

Duration: 1 Day
Method: Instructor-Led Training (ILT) | Live Online Training

Certification: Microsoft 365 Certified: Security Administrator Associate —
Exam: MS-500: Microsoft 365 Security Administration

Course Description

Information protection is the concept of locating and classifying data anywhere it lives. In this
course, participants will learn about information protection technologies that help secure their
Microsoft 365 environment. Specifically, this course discusses information rights-managed content,
message encryption, as well as labels, policies and rules that support data loss prevention and
information protection. Lastly, the course explains the deployment of Microsoft® Cloud App
Security.

Target Audience
This course is intended for:
e |T Professionals

Prerequisites
To attend this course, candidates must have:
® Basic conceptual understanding of Microsoft Azure.
Experience with Windows 10 devices.
Experience with Office 365.
Basic understanding of authorization and authentication.
Basic understanding of computer networks.
Working knowledge of managing mobile devices.
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Course Objectives
Upon successful completion of this course, attendees will be able to:

® Implement information rights management.

Secure messages in Office 365.

Configure Data Loss Prevention policies.

Deploy and manage Cloud App Security.

Implement Azure information protection for Microsoft 365.
Implement Windows information protection for devices.

Course Topics

Module 1: Information Protection
Information Rights Management

Secure Multipurpose Internet Mail Extension
Office 365 Message Encryption

Azure Information Protection

Advanced Information Protection

Windows Information Protection

Module 2: Data Loss Prevention

Data Loss Prevention Explained

Data Loss Prevention Policies

Custom DLP Policies

Creating a DLP Policy to Protect Documents
Policy Tips

Module 3: Cloud Application Security
® Cloud Application Security Explained
e Using Cloud Application Security Information
e Office 365 Cloud App Security

LABS INCLUDED
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