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MS-100T03: Microsoft® 365 Identity Management

Duration: 2 Days
Method: Instructor-Led Training (ILT)

Certification: Microsoft 365 Certified: Enterprise Administrator Expert —
Exam 1 of 2: MS-100 Managing Office® 365 Identities and Requirements

Course Description

In this course, participants will learn about the Microsoft 365 Identity Management, which includes topics
such as how to manage user security groups and licenses for cloud identities, and how to plan and
implement identity synchronization, federated identities, applications, and external access.

NOTE: This course is the third part of a three-course series that covers the skills needed to prepare for one of
the certification exams, MS-100:

®  MS-100T01: Office 365 Management

®  MS-100T02: Microsoft 365 Tenant & Service Management

®  MS-100T03: Microsoft 365 Identity Management (This course)

Target Audience
This course is intended for:
® [T Professionals
®  Persons who are aspiring to the Microsoft 365 Enterprise Administrator role.

Prerequisites

To attend this course, participants must have completed all of the following courses:
o MS-100T01: Office 365 Management
o MS-100T02: Microsoft 365 Tenant & Service Management

Course Objectives

Upon successful completion of this course, attendees will be able to:
® Manage user accounts and licenses in Microsoft 365.

Manage admin roles and security groups in Microsoft 365.

Plan and implement password management.

Manage Microsoft 365 authentication and provisioning options.

Plan for directory synchronization.

Plan and implement Azure® AD Connect.

Manage synchronized identities.

Plan and implement an ADFS deployment.

Implement applications in Azure AD.

Configure Azure AD Application Proxy.

Design solutions for external access.

Manage their Microsoft 365 tenant health and services.
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Course Topics

Module 1: Manage User Security Groups and Licenses for Cloud Identities
e User Accounts and Licenses in Microsoft 365
® Admin Roles and Security Groups in Microsoft 365
¢ Password Management in Microsoft 365

Module 2: Plan and Implement Identity Synchronization
¢ Introduction to Identity Synchronization

Planning for Azure AD Connect

Implementing Azure AD Connect

Managing Synchronized Identities

Module 3: Planning and Implementing Federated Identities
® Introduction to Federated Identities
¢ Planning an AD FS Deployment
¢ Implementing AD FS

Module 4: Implementing Applications and External Access
¢ Implementing Applications in Azure AD
® Configuring Azure AD Application Proxy
® Designing Solutions for External Access

LABS INCLUDED
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